UHcdopmaumoHHaa namMmaTKa ana obyvyawowmxca aona pasmMmeweHmsa Ha
ochbmumanbHbiX MHTEpHeT-pecypcax

C KaXXZpIM T'OJIOM MOJIOJIE?KH B MHTEPHETE CTAaHOBUTHCA OOJIBIIE, a MIKOJIBHUKUA OJHU U3 CAMBIX
aKTHUBHBIX IT0JIb30BaTesiell Pynera. Mex/ty TeM, IOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH,
WHTEPHET HeceT U MpobJieMbl. JTa MaMATKa I0JKHA IOMOYb Tebe 6€3011acHO HaXO/IUThCSA B CETH.

KOMI‘IbIOTeprIe BUPYCbI

KoMIpOTepHBIF BHPYC - 3TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOTPAMM, OTJIMYUTETHHOMN
0COOEHHOCTHI0 KOTOPOU SIBJISETCS CIIOCOOHOCTH K PA3MHOXKEHUIO. B /101I0THEeHNE K 3TOMY, BUPYCHI
MOTYT TOBPEAUTh WIA IOJHOCTBIO YHHUUTOXKUTH Bce (AWIbl W JaHHBIE, MOJAKOHTPOJIBHBIE
II0JI30BATEJTI0, OT UMEHH KOTOPOTO ObLIa 3aIylleHa 3apaKEHHAs IPOrpaMMa, a TaK:Ke IIOBPEIUTD
WU JJa’Ke YHUYTOXKUTH ONEPAIMOHHYIO CHUCTEMY CO BceMu (daiyiaMu B 11eJIoM. B GosibIIMHCTBE
CJIy4aeB PaCIPOCTPAHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTtozb! 3a1UTHI OT BPEJOHOCHBIX [IPOIPaMM:

1. Vcnionp3yll coBpeMeHHbIe OlepaliOHHbIe CUCTEMBI, UMEIOIe CEPbE3HBIA YPOBEHD 3aIIUTHI OT
BPEIOHOCHBIX IIPOTPAMM;

2. [IlocrosHHO ycTaHaBiauBaii mnautu (mudpoBble B3alIaTKHA, KOTOpPble aBTOMAaTUYECKU
YCTaHABJIUBAIOTCS C IEJIBI0 JOPAOTKH IIPOTPAMMBbI) U APyTrHe OOHOBJIEHHS CBOEH OIeparlHOHHOMN
cucrembl. CkaunBa WX TOJIBKO ¢ oduIuaibHOTO caiita pazpaborumka OC. Eciu cymectByer
PeXUM aBTOMaTUYECKOI0 OOHOBJIEHUSA, BKJIIOUU €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEPE IIOJ IPAaBaMU I10JIb30BATENsA, 4 HE a/IMUHHUCTPATOpa. JTO HE
MIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTPAaMM HHCTA/UTUPOBATHCA HA TBOEM MEPCOHAIIBHOM
KOMIIBIOTEDE;

4. Ucnonp3yil aHTHUBUPYCHBlE IIPOTPAaMMHBIe IPOJYKTHl U3BECTHBIX IIPOU3BOAUTENEN, C
aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuub GU3NYECKUU OCTYI K KOMIIBIOTEPY /I/Is1 IOCTOPOHHUX JIUII;

6. Mcnosp3yil BHellIHME HOcUTeNIW HH@OpPMAalU{, Takue Kak ¢Jielmka, AUCK Win ¢pain u3s
MHTEPHETA, TOJIbKO U3 PO epeHHbIX UCTOYHUKOB;

7. He oTkpbIBail KOMHOBIOTEPHBIE (alyIbl, IIOJyUeHHbIE U3 HEHAJIEKHBIX MCTOYHUKOB. Jlaxke Te
(daiisbl, KOTOpBIE MPUCIIAT TBOM 3HAKOMBIH. JIydllle yTOUHU Y HETO, OTIPABJISI JI OH Tebe uX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ Nlepeflayyl JaHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIIb OpeHsa, Mapka. Eie B 1991
TOAy HHUJEepJaHZCKass KoMmmIaHus 3aperucrpupoBana 6penn «WECA», 4to o603Havyasio
ciioBocoueranme « Wireless Fidelity», koTopsiit nepeBoauTcst KaK «beCIpoBOIHAS TOUHOCTD Y.

Jlo Hamero BpeMeHHU JolIa Jipyras abbpeBuaTypa, KOTOpas ABJISIETCA TaKOU K€ TeXHOJIOTHEH.
dro abbpeBuatypa «Wi-Fi». Takoe HazBaHmWe ObLJIO /TaHO C HAMEKOM HA CTaHAAPT BBICIIHH
3ByKOBoOU TexHuku Hi-Fi, 4To B mepeBo/ie 03HAUAET «BBICOKAS TOUHOCTDY.

Ja, OecnaTHBIE HMHTEPHET-AOCTYH B Kade, OTeaAX U adpOMoOpTax SABJAETCA OTINYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE 5KCIIepThl CUUTAIOT, UTO 00IeaocTynHble Wi-Fi
CETH He ABJIAITCA 0e30IaCHBIMU.

CoBeTbl 10 6€3011aCHOCTH paboTe B OOIIEAOCTYITHBIX ceTsax Wi-fi:



1. He mepemaBaii cBoro JnuHyio nHGOpMaIio yepe3 obmenocrynubsie Wi-Fi ceru. Pabortast B HUX,
JKeJIaTeIbHO He BBOJAUTD MMapOJIN AOCTYIIA, IOTUHBI U KaKHUe-TO HOMepa;

2. Hcronp3yili u OOHOBJIAU aHTHUBUPYCHbIE MporpaMMbl U OpaHamayep. Tem caMbIM ThbI
obe3omacuIb cebs OT 3aKaYKy BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonb3zoBanuu Wi-Fi otkiatoun dyHkiuio «OOmuE moctyn K QaiiaM U IpUHTEPaM».
JlaHHass QYHKIHA 3aKphITA MO0 YMOJYAHHIO, OJTHAKO HEKOTOPBIE MOJIL30BATENN AaKTUBUPYIOT €€
JUISI yJIoOCTBA MCIIOJIb30BaHUA B paboTe i yueobe;

4. He ucnonp3yii myomumunbiii WI-FI 115 mepeziauu JIMYHBIX JaHHBIX, HAIIpUMeEDP JJIsl BBIXOZA B
COIMAJIbHBIE CETHU WJIU B 3JIEKTPOHHYIO IIOYTY;

5. nosip3y# ToJIbKO 3atiuineHHoe coeannenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope Beb-
azpeca BBojiu UMeHHO «https://»;

6. B mo6uibHOM Tesnedone ortkimoun QyHKnuio «Ilogkaouenune k Wi-Fi aBromatuueckn». He
JIOITyCKa aBTOMaTHYECKOTO MTOAK/II0UEHHs yeTporicTBa K ceTsiM Wi-Fi 6e3 TBoero corsacus.

CoumanbHbie cetTm

ConmasibHble CeTU aKTHBHO BXOJST B HAIIy KU3Hb, MHOTHE JIIOAU PabOTAIOT M KUBYT TaM
nocTosIHHO, a B Facebook yke 3aperucrpupoBaH MUWLIHAD], UYEJIOBEK, UTO SBJISAETCS OIHOUN
CeIbMOUM BCeX JKHUTeJIel IUIaHeThl. MHOTHE IO0JIb30BATEIM He IMOHUMAIOT, 4TO WHOpMAIus,
pasMellieHHasi UMHU B COLIMAJIBHBIX CETAX, MOXKET ObITh HalJieHa U MCIOJIb30BaHa KEM YTOJHO, B
TOM YHCJIe He 00513aTeIbHO ¢ 6JIaruMu HaMepPEeHUsIMU.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIIMaJIbHBIX CETAX:

1. OrpaHuYb CIIHCOK JIpy3ed. Y TeOs B APYy3bsiX HE JOJKHO OBITh CIyJalHBIX U HE3HAKOMBIX
JIIOZIEN;

2. 3amuiail cBOIO YacTHyIO ku3Hb. He ykaspiBail maposu, TesiedOHBI, azjpeca, JaTy TBOETO
POXJeHUsA U APYIYI0 JIMYHYI0 HWHQOpPMaUU. 3JIOyMBIIUIEHHUKN MOTYT HCIIOJIb30BaTh JlaKe
MH@OPMAIHIO O TOM, KaK Thl ¥ TBOU POJIUTEIIH IIJIAHUPYeTe IPOBECTU KAHUKYJIbI;

3. 3amuInan CBOI0 PermyTaIuIo - IEPKU ee B YUCTOTE U 3a71aBail cebe BOIIPOC: XOTeN ObI ThI, YTOOBI
ZIpyTye TOJb30BaTeJM BUJENU, 4YTO Thl 3arpyaemb? Ilomymaii, mpexae dYeM YTO-TO
OIyOJIMKOBATh, HATIUCATH U 3aTPy3UTh;

4. Eciim THI TOBOpPHIIB C JIIOIBMU, KOTOPBIX He 3Haelllb, He UCIOJIb3YH CBOE peajlbHOEe UM U
ZIPYTYIO JIMYHYIO0 UH(POPMAIIUU: UMsI, MECTO KUTETbCTBA, MECTO YUeObI U IPOYeE;

5. N36eraii pasmeienus ¢otorpaduii B VHTepHeTe, rAe Thl M300pakeH HAa MECTHOCTH, IO
KOTOPOU MOXKHO OIPEEIUTh TBOE MECTOIIOJIOKEHNE;

6. Ilpu perucrpaniuu B COLUAJBHONH ceTH HeOOXOJIMMO WCIOJIb30BaTh CJIOXKHBIE IIapOJIH,
cocrosimue u3 OykB U HUQP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. [ couuasbHOM CeTH, MOUTHl U APYTHUX CAUTOB HEOOXOAUMO HCIIOJIb30BATh Pa3HbIE MAPOJIH.
Torpa ecsiu Te6s1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJIy4YaT JAOCTYII TOJIBKO K OJHOMY MeCTy, a He
BO BCE Cpasy.

ANEeKTPOHHbIE AeHbIrM

OJIeKTPOHHbIE JIeHBTM — BTO OYeHb YAOOHBIM cloco0 IaTeked, OJIHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST MOJIyYUTh 3TU JE€HbIH.



SHGKTPOHHLIG A€HbI'l IIOABHJIMCH COBCEM HeE€JaBHO H HMEHHO H3-3a J3TOI'O BO MHOI'HUX
TOCyAapCTBax A0 CUX IIOP HE IIPOITHMCAHO IIPO HUX B 3aKOHAaX.

B Poccuu ke oHU (GYHKIMOHUPYIOT M O HUX YK€ IPOIUCAHO B 3aKOHeE, IJle UX Pas3/esdaioT Ha
HECKOJIPKO BHUJIOB - aHOHHUMHBbIE U HE aHOHUMHbIe. Pa3HuUIla B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspelraeTcsi MPOBOAUTH omepanuu 06e3 wuAeHTUUKANUN I[I0Jb30BaTeNs, a B
HEaHOHUMHBIX UZIeHTU(UKAITUY TI0JIb30BaTEJIA SBJIAETCA 00A3aTEIHHOM.

Takske cefyeT pa3invaTh 3JIEKTPOHHBIE (PUATHBIE JIeHbTU (PABHBI FOCYAPCTBEHHBIM BAJIIOTaM) U
3JIeKTPOHHBIE HedUaTHBIE IeHbI'H (He paBHBI FOCY/IAPCTBEHHBIM BTIOTAM).

OCHOBHBIE COBETHI 110 O€30I1aCHO pa60Te C 9JIEKTPOHHBIMU J€HbIraMM:

1. IlpuBsoku K cuery MOOWIBHBIH TesieOH. ITO caMblid YZOOHBIA U OBICTPBIH CIIOCOO
BOCCTAaHOBHUTH JIOCTYIl K cueTy. IIpuBsi3aHHBIA TejiehOH IIOMOKET, ecau 3aly/enib CBOU
IUTATEKHBIHA IMapOoJIh T 3ai/IeIh Ha CAalT C HE3HAKOMOT'O YCTPOMCTBA;

2. Mcnosib3yil ogHOpas3oBble maposu. [locse mepexo/ia Ha yCUJIEHHYIO aBTOpPU3aluio Tebe yKe He
Oy/leT yrpoKaTh OMMACHOCTh KPAXKU WJIM IIepexBaTa IJIaTeKHOT0 apoJis;

3. BeiObepu ciioxkHBIN Taposb. IlpecrymHukam OyzieT He IIPOCTO YrajaTh CJIOKHBIA ITapoJib.
HanesxHbple mapoid — 3TO MapoJik, KOTOPBIE COJlep:KaT He MeHee 8 3HAKOB M BKJIIOYAIOT B cebs
CTPOYHBIE U IIPOIHMCHBIE OYKBHI, ITU(PHI 1 HECKOJIBKO CHUMBOJIOB, TAKHE KaK 3HaK J0JU1apa, PyHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.11. Hampumep, StROng!;;

4. He BBOZM cBOU JIMUHBIE TAaHHBIE HA caliTaX, KOTOPHIM HE JI0OBEPsIEIIIb.

AneKTpoHHaA nouTa

OJIeKTPOHHAA IOYTa — 3TO TEXHOJIOTUSA U IPeAOoCTaBjseMble €0 YCJIyTH II0 Iepechblike U
IIOJIyYeHUIO0 3JIEKTPOHHBIX COOOIeHUN, KOTOpble pacHpefiessoTcd B KOMIIBIOTEDHOU CeTH.
OO6bIYHO BJIEKTPOHHBIHN MTOYTOBBIN 0100208 BBITJISTUT CJIEAYIOIINM obpaszom:

MMs_II0JIb30BaTeIA@UMsA_JIOMeHa. Takke KpoMe Ilepefaud IIPOCTOr0 TeKCTa, HMeeTcs
BO3MOKHOCTH IlepeiaBaTh (Halibl.

OcHOBHBIE COBETHI 110 O€30TIaCHOI PaboTe C BJIEKTPOHHOU ITOYTOM:

1. Hamo BbIOpaTh NOpaBWIBHBIA IIOYTOBBIA CcepBUC. B HHTEpHeTe €CTh OTPOMHBIA BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlle JIOBEPATH TE€M, KOTO 3HAEIIb U KTO IEPBHIH B
peuTuHre;

2. He ykaspiBali B JIMYHON I0YTe JIMYHYyI0 wHpopMaruio. Hampumep, Jsydine BbIOpaTh
«My3bIKaJIbHBIN__(haHAT@ » WIIN «POK2013» BMecTO «TeMal3»;

3. HUcnonp3yil ABYX3TANHYI0 aBTOPU3AIUI0. JTO KOTJIAa IOMHMO IApoJis HYKHO BBOJUTH KO,
IpuckLIaeMblii o SMS;

4. Bpibepu CJIOKHBIN MapoJsib. I KakAOTO MOYTOBOTO SAIUKA JIOJKEH OBITH CBOW HAJIEKHBIM,
YCTOMYUBBIU K B3JIOMY [1apOJIb;

5. Ecytit ecTh BO3MOKHOCTD HAMMCATh CAMOMY CBOU JIMUHBIN BOIIPOC, UCIOJIB3YU 3Ty BO3MOXKHOCTb;

6. Vcnosb3yll HECKOJIBKO ITOYTOBBIX AIMMKOB. [IepBbIi 711 YaCTHOM NeEPenucKU ¢ aJipecaTaMy,
KOTOPBIM ThI JIOBepsellb. DTO 3JIEKTPOHHBIN ajipec He HA/I0 UCIOJIb30BATh IIPU PETUCTPAIUU HA
dopymax u caiitax;

7. He oTKpbIBail haiiyibl ¥ APYTHE BIOKEHUS B MAChMAX JIaKe €CJIM OHU MPUIILIA OT TBOUX JAPY3€eH.
Jlydlile yTOYHH Y HUX, OTIIPABJISLIIN JIU OHU Tebe 5Th haliiIb;



8. ITocse oxkoHUaHUsI pabOTHI HA TMOUYTOBOM CEPBUCE IMepes, 3aKPhITHEM BKJIQJIKKM C CAHTOM He
3a0yap HaXKaTh HA « BEIATH ».

KnbepbynnuHr vunm BMprtyanbHoe usapeBarenbCTBO

KubepOy/uTHHT — TIpeciieioBaHHE COOOIEHUAMHU, COAEPKAIIUMU OCKOpPOJIEHHs, arpeccHio,
3alyTUBaHUE; XyJIUTAHCTBO; COIMAJIbHOE OOMKOTHPOBAaHHE C IOMOIIBIO PA3JIUYHBIX WHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPBHOE ¢ KUOEPOYLITMHTOM:

1. He 6pocatics B 60ii. JIyummii criocob: TOCOBETOBAThCsA Kak cebsi BECTH U, €CIU HET TOTO, K KOMY
MOXKHO OOpaTHUThCSA, TO BHAUaJIe YCIIOKOUTHCA. ECJIM ThI HAYHEIb OTBEYATh OCKOPOJIEHUSAMU Ha
OCKOPOJIEHUSI, TO TOJIBKO ellle O0JIbIIe Pa30KIKEITh KOH(DIIUKT;

2. YipaBJisAii CBOed KHOeppeIyTamuei;

3. AHOHUMHOCTh B ceTH MHHMAasA. CyIeCcTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 AHOHUMHBIM
aKKayHTOM;

4. He crout BecTu XyJWUTraHCKUN 00pa3 BUPTYaJIbHOU XKU3HHU. VIHTEpHET (UKCHUPYET BCE TBOU
ZIECTBUSA U COXpAHAET UX. YIAIUTh UX OyZleT KpaliHe 3aTPyAHUTEIHHO;

5. Cobutto1ali CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyil enwHuU4YHBIN HeraTuB. OHOpPAa30BbIe OCKOPOUTENIbHBIE COOOIIEHUS JIydIlle
UTrHOpUPOBaTh. OOBIYHO arpeccusi MpeKpallaeTcs Ha Ha4aJIbHOMU CTaIny;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHHUSMH, B COITHAJIBHBIX CETSIX
€CThb BO3MOXKHOCTh OJIOKUPOBKHU OTIIPABKH COOOIIIEHUH C OIIPe/IeIEHHBIX aJIPECOB;

8. Eciiu 1B cBuzeTens kubepOysutvHra. TBOM JEWCTBUSA: BBICTYIIUTH IPOTUB IIPECIIEIOBATEIS,
IIOKa3aTh €My, UTO €ro JeHCTBUA OIeHUBAIOTCA HEraTUBHO, IO//IEPKATh KEPTBY, KOTOPOU HyKHA
IICUXOJIOTHYecKas IOMOII[b, COOOIIUTE B3POCBIM O (paKTe arpecCHBHOTO ITOBEJIEHUS B CETH.

Mob6unbHbIn TenecoH

CoBpemenHble cMapT(OHBI U IJIAHIIETH COAep:KaT B cebe BIIOJIHE B3POCIAbIA (YHKIMOHAI, U
Terepb OHU MOTYT KOHKYPUPOBATH CO CTAllMOHAPHBIMH KOMITbIoTepaMu. OJIHAKO, CPE/ICTB 3aIUTHI
JUIsT TIOAOOHBIX YCTPOMCTB IIOKA OUYEeHb Masio. TecTHpOBaHME U TOUCK YSI3BUMOCTEH B HUX
IIPOMCXOAUT He TaK MHTEHCUBHO, Kak Jiuis [1K, To ke camoe kacaeTcs U MOOWJIBHBIX IPUJIOKEHUH.

COBpeMeHHbIe MOOMJIbHBIE 6pay3epbl YK€ IIPpAaKTHUYECKU AO0THAJIW HACTOJIbHBIE aHaJ/JIOTHU, OJHAKO
pacIiupeHue (I)YHKIII/IOHEUIEI BJIeYeT 3a co00oM 6OJII)IIIYIO CJIOKHOCTDb 1 MEHBIITYIO 3allTUIIIEHHOCTb.

,Z[aﬂeKO HE BCE€ IIPpOU3BOANTE/IN BbIIIyCKAlOT O6HOBJI€HI/IH, 3aKpbIBalOIIIUE€ KPUTHUYECKHE
VA3BUMOCTH JJId CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETBI JJIA 6e30IMacHOCTH MOOUJIBHOTO TEJIE(I)OHa!

1. Huyero He sABiseTcA IO-HaAcTosAlleMy OecriaTHbIM. ByZib OCTOpOKeH, Bellb Korjaa Tebe
IpeIaraloT OecIyIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKH€e-TO IJIATHBIE YCIIYTH;

2. [lymaii, mpexze ueM oTnpaBuTb SMS, ¢oto wiu Buzeo. Tl TOUHO 3Haellb, T7e OHU OYyAyT B
KOHEYHOM UTOTre?

3. HeoO6xoa1Mo 06HOBIIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. ictiosib3y#l aHTUBUPYCHBIE IPOTPAaMMBI JIJI1 MOOMJIBHBIX TeJIe(hOHOB;



5. He 3arpy>1<af/’1 IIPpUJIOXKEHHUA OT HEU3BECTHOI'O HCTOYHHKA, BE€Ab OHH MOIYT COAEPXKATb
BpEAOHOCHOE IIPpOIrpaMMHO€E o6ecnequI/Ie;

6. ITocsie TOrO KakK ThI BBIK/IEIID C CAliTa, I7ie BBOAWII JIMYHYI0 HH(POPMAIINIO, 3al1 B HACTPOUKH
Opaysepa u ygaiu cookies;

7. Hepnonnqecm/l HpOBeprI KaKHue€ IIJIaTHBIC YCIIYTH aKTHBHUPOBAHBI HA TBOEM HOMEPE;

8. /laBaii cBoil HOMep MOOWIBHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAElIb U KOMY
ZOBEPSIEIIID;

9. Bluetooth mosxeH OBITH BBIKJIIOUEH, KOTZla Thl UM He MOJIb3yelllbcsa. He 3abbiBaii MHOTIIA
IIPOBEPATH 3TO.

Online urpbi

CoBpeMeHHbIE OHJIAUH-UTPHI - 3TO KPACOUYHbIE, 3aXBaThIBAIOIINE pPa3BjedeHNs, 00beIMHAIOINE
COTHH TBHICAY YeJIOBEK M0 BceMy MUpY. UTpoku HccaeAyoT JaHHBIM UM MUP, OOIIAIOTCA APYT C
ZIPYTOM, BBITIOJIHAIOT 33/IaHUA, CPAXKAIOTCA ¢ MOHCTPAMU U MOJIy4YalOT ONBIT. 3a YZ0BOJIBCTBUE OHU
IJIATAT: MOKYIAIOT AUCK, OIUIAYMBAIOT A00OHEMEHT WJIU MPUOOPETAIOT KaKUe-TO OMIUH.

Bce sTu cpezcTBa WIyT HA HOJJiepKaHUE W Pa3BUTHe UTPhI, a TakKe Ha caMy 0e30IacHOCTb:
COBEPIIIEHCTBYIOTCS CHUCTEMbI aBTOPHU3AIlMH, BBIMIYCKAIOTCA HOBBIE MaTdd (IuQpOBBIE 3aIIaTKU
ZUIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BIMOCTH CEPBEPOB.

B momoOHBIX HTpax CTOUT OIACAThCS HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXKU TBOETO
napoJsisi, Ha KOTOPOM OCHOBaHA CHCTEMAa aBTOPU3AIUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH TBOETO HUTIPOBOIr'0O aKKayHTa:

1. Ecoim apyroit urpok BezieT cebs IJIOXO WM co37laeT Tebe HENPUATHOCTH, 3a0JIOKUPYH ero B
CIIHICKE UTPOKOB;

2. Tloxkasyiicsi afiMUHHCTpATOpaM WIrPhl Ha IJIOXO€ IOBEAEHHE 3TOTO HWrPOKA, >KeJaaTeJIbHO
MIPUWIOKUTH KaKHe-TO JI0Ka3aTeJIbCTBA B BU/IE CKPHUHOB;

3. He ykaspiBail 1nuHy0 nHGOpManuoo B mpodaiiie urpsol;
4. YBaxkall IpyTuxX y4aCTHUKOB I10 UTDE;

5. He ycranaBimBaii HeopunyajabHble IaTYU U MO/IBI;

6. Mcnosp3yl c103KHBIE U Pa3Hble TapPOJIH;

7. ,Z[a)Ke BO BpeMA UI'PbI HE CTOUT OTKJ/IIOUATb aHTHUBHPYC. IToxa ThBI Uurpaenib, TBOH KOMIIBIOTED
MOTIYT 3apa3UThb.

OUILIMHI UM KpaXa JIMYHbIX gaHHbIX

OOBIYHOUM Kpaked JieHer W JIOKYMEHTOB CErOoJHs y:Ke€ HUKOTO He YAWBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTUH  3JIOYMBIIUIEHHUKHA TMEPEMECTHINCh B WHTEPHET, MW IIPOJOJIKAIOT
3aHHUMATHCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBUjIach HOBask yrpo3a: MHTEPHET-MOIIIEHHHYECTBA WK (QUIIHHT, TJIaBHAsA 1[eJIb KOTOPOTO
COCTOUT B TOJIyUeHUU KOH(PUIEHIINMATbHBIX JIAHHBIX MTOJIb30BaTEIell — JIOTMHOB U mapoJiei. Ha
aHTJIMMCKOM si3bIKe phishing umraercs kak ¢umunr (ot fishing — prioHasa jsoBasa, password —
I1apoJIb).

OcCHOBHBIE COBETHI 110 OOpPHOE ¢ PUITHHTOM:



1. Ciiemu 3a cBOMM aKKayHTOM. Ecju ThI HO03peBaelllb, YTO TBOsS aHKeTa ObLIa B3JI0MaHa, TO
HeoOX0AMMO 3a0JIOKMPOBATh €€ M COOOIUTh aJMHHHCTpaTOpaM pecypca 006 3TOM KaK MOKHO
CKopee;

2. I/ICHOHBS}’ﬁ Oe30macHbIe Be6-CaI>JITbI, B TOM 4uCJ/I€, HHTEPHET-MaradmHOB U IIOMCKOBBIX CUCTEM,

3. Hcmonp3yil coKHbIE W pas3Hble maposd. Takum obOpa3oMm, ecau TeOs B3JIOMAIOT, TO
3JIOYMBIIIVIEHHUKH TOJIY4aT JOCTYII TOJIBKO K OTHOMY TBOEMY ITPO(MIITIO B CETH, a HE KO BCEM;

4. Eciu Tebs B3JIOMaJIu, TO HeO6XOZ[I/IMO IpeaynpeauTb BCEX CBOHX 3HAKOMBIX, KOTOPbIE
ILO6aB.TIeHbI y TeOs B APY3bAX, O TOM, 4UTO TeOs B3JIOMAaIU H, BOBMOXHO, OT TBOE€TO NMMEHHU 6y,ILeT
pPacCblyIaThCA CIIaM U CCbIJIKH HA (1)I/IH.II/IHI‘OBI>Ie CaﬁTbI;

5. YcraHoBH HajiexkHbIH 11aposib (PIN) Ha MOOMIBHBIN Te1edOH;
6. OTKIIIOUH COXpaHEHHUE MapoJis B Opays3epe;

7. He oTkpbIBail halibl U ApyTre BIOKEHUA B IUChMAaX Ja)Ke eCJIM OHU IPUIILIA OT TBOUX JPy3€ell.
Jlydlire yTOYHH Y HUX, OTIIPABJISIIN JIU OHU Tebe 5TH DarIbl.

Lincpposas penyraumsa

[MudpoBasa pemyramus - 5TO HeraTUBHAsA WINM IO3UTUBHAsA uH@opMamus B ceTH O Tebe.
Kommpomerupyromasa uHpopMaInys pa3MelleHHAas B HHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpPa3uThCAd HA TBOEU peasibHOU ku3HU. «l{udpoBad pemyranusa» - 3TO TBOM UMUK, KOTOPBIN
dopmupyercst u3 nuHGopManuu o Tebe B HHTEPHETE.

TBOoe MecTO >XUTeJbCTBA, yueObl, TBOoe (UHAHCOBOE IIOJIOKEHUe, OCODEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE OTO HAKATIJIUBAETCS B CETH.

MHorue TMOAPOCTKH JIETKOMBICJIEHHO OTHOCATCA K MyOJMKaNu{d JIMYHONW uH@OpManmuu B
HHTepHETE, HE MOHMMAas BO3MOXKHBIX ITOCJIEACTBUN. ThI 1ajke He CMOKEIIh I0TaZlaThCsl O TOM, UTO
dororpadus, pasmerneHHas 5 JIeT Ha3a/l, CTajia IPUYNHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pa3MmeliieHue TBoux ¢gororpaduil U Apyrue AeUCTBUSA MOTYT HE HCUE3HYTh JaXKe
IIOCJIE TOTO, KaK Thl UX y/IaIuIb. Thl He 3HAeIlb, KTO COXPAaHWJ 3Ty UH(OpMaLNIo, Iolajia JU OHA
B IIOWCKOBBIE CHCTEMBI U COXPAHWJIACH JIM OHA, a TJIABHOE: YTO IOAYMAIOT O Tebe OKpyKarliee
JIIOJTA, KOTOPbIe HAUAYT U YBUAAT 5T0. HaliTu MHGOPMAIINIO MHOTO JIET CIIYCTSI CMOKET JII000H -
KaK U3 JOOPBIX MOOYK/IEHUH, TaK ¥ C HAMEePEeHHUEM IPUUNHUTH BPe/. ITO MOKET ObITh KTO YTOHO.

OcHOBHBI€E COBETHI 110 3aIUTe NU(PPOBOI peryTaIuu:

1. [Togymaii, ipesk/ie ueM 4TO-TO IIyOJIMKOBATH U IlepeZiaBaTh y ceOs B 0JIOoTe WK B COIUATBHOU
CeTH;

2. B HacTpoiikax mpoduis YyCTaHOBH OTPAHHMYEHHUS Ha HPOCMOTDP TBOEro IpOoQWIs U €ro
COJIEP’KUMOTO, CZIeJIall €T0 TOJIBKO «JJIs IPY3€eM»;

3. He pasmemaii 1 He ykaspiBaii MHMOpPMAIHIO, KOTOpasA MOKET KOTro-Jau00 OCKOPOJIATh WJIN
00MXKAaTh.

ABTOpCKOE npaBo

CoBpeMeHHbI€e IIKOJIbHUKN- aKTHBHBIE M10JIb30BaTe N I PpOoBOro mpocrpancrsa. OHAKO AaIEKO
He BCe B3HAKT, YTO II0JIb30BAaHHE MHOTHMH BO3MOKHOCTSIMH ITM(POBOTO MHUpa TpedyeT
coOJTIOZIeHN S TTPaB HA MHTEJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH  «HWHTEJUIEKTyaJibHAsE COOCTBEHHOCTb» OTHOCUTCA K  PasJIMYHbIM  TBOPEHUSIM
YeJI0BEUECKOTO yMa, HAUMHAasl C HOBBIX M300peTeHNH 1 3HAaKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha



MPOAYKTBI W YCJIYTH , W 3aKaHYWBasg KHUTaMH, QororpadusmMu, KUHODWIBMAaMHU U
MY3bIKQIbHBIMU ITPOU3BEAEHUSMU.

ABTOpCKHE TIpaBa - 9TO IpaBa Ha MUHTEJUIEKTYIbHYI0O COOCTBEHHOCTh Ha IPOU3BE/IEHUS HAYKH,
JINTEPATypbl U HCKyCCTBA. ABTOPCKHE IIpaBa BBICTYNIAIOT B KayecTBe TapaHTHU TOrO, YTO
VHTeJJIEKTYaJIbHBIM/TBOpUECKUN TPyZl aBTopa He OyJleT HAIpacHBIM, JIaCT €My CIIpaBe/lJINBble
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJsIbTaTax CBOEro TPYZa, MOJIYYUTh U3BECTHOCTh W MPHU3HAHUE.
Huxkro 6e3 paspelieHus aBTopa He MOKET BOCIIPOU3BOAUTDH €T0 IPOU3BEe/IeHNe, PACIIPOCTPAHATD,
MyOJIMYHO JIEMOHCTPUPOBATh, IPOJABAaTh, HMIIOPTUPOBATh, IIyCKaTh B IIPOKAT, IIyOJIUYHO
VICIIOJTHATB, TOKA3bIBATh/UCIIOIHATH B 3(pupe wiu pa3meniath B IHTepHeTe.

Vcriosp30BaHUe «ITHPATCKOTO» IIPOIPAMMHOTO 0OecrieueHs MOXKeT IPUBECTU K MHOTUM PHUCKaM:
OT IIOTEPU JJAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKU TBOETO yYCTPOMCTBA, /i€ YCTAaHOBJIEHHBIHN
He JierajbHasA mporpaMMa. He cTouT Tak:ke 3a0bIBaTh, UTO CYIIIECTBYET JIETAJIbHbIE U OeCIIaTHbIE
IIPOTPaMMBbI, KOTOPbIe MOXKHO HAaWTH B CETH.

O noprane
CeTeBHUYOK.p( - TBOI IJIaBHBIN COBETYUK B CETU. 37IECH THI MOXKEIIb Y3HATH O 6€30IIaCHOCTH B CETH

MIOHATHBIM U JIOCTYIIHBIM sI3BIKOM, & IIPY BO3HUKHOBEHUHN KPUTUUECKOU CUTyalliu OOpaTUThCA 3a
COBETOM. A TakKe NPUHATH yJyacTHe B KOHKypCaX U CTaTh CaMbIM ITUMPOBHIM I'PAKIAHUHOM !



